
Industrial Ethernet
One network, all options
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The Industrial Ethernet network portfolio
from PHOENIX CONTACT
Phoenix Contact offers you more real time, more wireless, more security, and more
reliability. Industrial Ethernet from Phoenix Contact can be easily integrated into your
automation infrastructure – because we make Ethernet easy.

Thanks to our many years of experience in automation and industrial Ethernet
networks, we are familiar with and understand your expectations and requirements.
This is evident and embodied in our products and solutions.
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Networked production
Highly productive and efficient production requires well structured, high-performance,
and secure network infrastructure. The ideal concept and the right components
protect your system against automation system failures and costly downtimes. With
industrial network products from Phoenix Contact you can easily implement the
high requirements of your production network in a future-proof manner. As well
as the appropriate products, we also offer you support in planning your production
network optimally.

High-availability production
network
Without high-performance and robust
network infrastructure, modern production
no longer works. The ideal concept protects
your system against costly failures. We offer
the right redundancy solutions, from simple
media redundancy through to parallel network
structures.

Integration of machines
When integrating third-party machines into the
production network, challenges such as IP address
conflicts or different IP networks must be solved.
We offer:
• High-performance routing solutions between

various subnetworks
• A simple solution to IP address conflicts with

1:1 NAT
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Cyber security
In networked systems, secure protection against
unauthorized access by people or malware is
essential. We offer:
• Products and solutions for secure system

networks in accordance with IEC 62443 and
ISA-99

• Secure access solutions for external service
engineers via the Internet

• Industrial virus protection for Windows
control systems

Network management
In order to detect problems in the production
network prior to an actual failure, you must
monitor your production network on a
continual basis. However, if a failure does
occur, the diagnostic data gathered helps
you to swiftly find the error and eliminate it.
We offer network management software for
network configuration and diagnostics.

Communication with mobile
systems
Communication with unmanned transport
systems and warehouse shuttles requires
a reliable and uninterrupted wireless LAN
connection. We offer:
• Fast, optimized roaming
• Fast and reliable WLAN availability with

large wireless coverage

Connection to the company
network
When it comes to communication between
company and production networks, different,
sometimes contradictory requirements come
into conflict with one another. We offer:
• Seamless integration through support of

automation and IT standards
• High-performance and failsafe solutions
• Consistent communication between the

different Ethernet subnetworks
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Industrial mGuard security solutions

The mGuard firewall routers securely
protect your network against hazards that
result from increased networking. Firewall
rules based on user authentication and
the conditional firewall enable person-,
company-, and situation-dependent
activation of different firewall rules.
CIFS Integrity Monitoring detects anomalies
on Windows control computers.

Further information on mGuard security routers
from page 50

Reliable wireless LAN solution for mobile systems

WLAN products from Phoenix Contact
offer optimized roaming and enable
wireless cells to be changed in a
matter of milliseconds. Realtime
communication between the controller
and carry system is thus ensured, even in
data-intensive applications. Observance
of the 802.11n standard as well as use of
MIMO antenna technology also ensure
stable communication in the industrial
environment.

Further information on industrial WLAN from
page 47

High network availability due to network redundancy

Fast redundancy switch-over ensures the
uninterrupted operation of automation
networks in the event of connection failure.
We offer:
• DLR (Device Level Ring) for EtherNet/IP™

networks
• MRP (Media Redundancy Protocol) for

PROFINET networks
• RSTP (Rapid Spanning Tree Protocol) for

standard industrial IT networks

Further information on Managed Switches from
page 26

If an error occurs, the network structure is reorganized so that all devices can be reached again

Wireless machine communication with industrial WLAN

CIFS Integrity Monitoring for protecting computers with Windows operating systems

Switch

Industrial Ethernet/PROFINET

Roaming

Windows Windows

Ethernet

CIFS Integrity Monitoring

Windows

Windows

Scan

Programs

WLAN 5110
Access Point

mGuard firewall/router
1:1 NAT

WLAN 5110
client/repeater

WLAN 1100

Switch-over in the
event of an error

Ring redundancy





Operation with smart devices
The current trend is to use tablets or smart
glasses to set up and operate machines or for
visual support. WLAN access to the machine
network is therefore a basic requirement. We
offer Access Points with integrated antennas,
extensive and reliable wireless reception as well
as solutions for simple password management.

Integration into the production network
Today, machines are often integrated into a higher-level
network. In spite of transparent data exchange,
unauthorized access and undesired communication load
must be prevented. We offer secure data exchange with
the company network, protect the machine against
undesired network load, and enable integration into any
production networks without IP address adaptation.

Easy and secure remote maintenance
Simple and secure access to the machine network
is a prerequisite for fast and efficient service. We
offer:
• A remote maintenance solution for different

operator networks and security standards
• Easy connection via the mGuard Secure Cloud
• Maximum security, thanks to IPsec and VPN

Realtime-capable control network
For realtime communication in PROFINET
and EtherNet/IP™ control networks as well
as optimum integration into the engineering
systems, the use of high-performance
automation switches is a prerequisite. We offer
network components for PROFINET RT, IRT,
and EtherNet/IP™.
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Ethernet communication via any 2-wire cable up to 20 km

With the Ethernet extenders, not only
can you connect simple point-to-point
Ethernet applications, but also extended
IP networks of up to 20 km. Thanks to
managed Ethernet extenders, unmanaged
Ethernet extenders can now also be
diagnosed centrally via IP. The system
generates a warning using SNMP when
unexpected events occur, such as path
weakening.

Further information on Ethernet extenders
from page 55

Networked wind turbine generator

With the WDM method, two different
wavelengths (1310/1550 nm) enable
data to be transmitted and received
simultaneously – without limiting the
transmission quality or bandwidth. This
means that interference-free full duplex
communication is possible in rotating
applications. SHDSL modems enable
double redundancy to be established
via the copper slip ring using SHDSL
technology and two Ethernet extenders.

Further information about WDM products from
page 21 and 39 and modems from page 54

Cyber security

With distributed remote control solutions
based on our mGuard security routers,
you can protect your systems reliably
against unauthorized access. In the case
of Deep Package Inspection (DPI), the
content of the data packet is also checked
in addition to IP addresses and port
regulation. This increases the safety level in
the case of OPC Classic or Modbus/TCP
communication, for example.

Further information on mGuard security routers
from page 50 and remote maintenance from
page 54

Redundant communication solution for secure data transmission to the hub

Deep Packet Inspection for OPC Classic and Modbus/TCP

FO

SHDSL

FO converter

SHDSL modemSwitch

Control room

SNMP SNMP

Ethernet

Line topology Ring-star topology Ring-star topology

Managed
Ethernet
extender

Managed
Ethernet extender

Unmanaged
Ethernet extender

Ethernet
SHDSL

Controller

Controller

Server

Deep Packet
Inspection

Controller







Rapid Spanning Tree for high-availability systems

RSTP is a standardized redundancy method
(IEEE 802.1D-2004) which is supported
by virtually all Managed Switches from
Phoenix Contact. It supports ring and tree
topologies and meshed networks. Special
extensions include Fast Ring Detection
for faster switching times and Large
Tree Support for networks with up to
57 devices.

Further information on Managed Switches from
page 26

Solution to IP address conflicts

Modular system parts and their devices
have their own permanently configured
IP addresses. When integrated into
higher-level system networks, this can
therefore cause IP address conflicts. To
avoid the time-consuming process of
adapting IP addresses to the production
network, NAT switches or mGuard routers
can easily translate the address areas within
the machine to the desired IP address area
in the higher-level automation network.

Further information on NAT switches from
page 30 and mGuard security routers from
page 50

WLAN in potentially explosive areas

You can also benefit from the advantages of
well-established industrial WLAN products
from Phoenix Contact in potentially
explosive areas. In addition to compact
WLAN modules for direct mounting on
control cabinets and systems, we offer
ready-made WLAN Access Point solutions
for potentially explosive areas.

Further information on industrial WLAN from
page 47

Solutions for process networks

Access to system parts with the same IP addresses, thanks to 1:1 NAT function

WLAN solutions for potentially explosive areas

RSTP redundancy for high network availability

Production network (10.10.0.0./16)

NAT / 1:1 NAT

10.10.1.0/24 10.10.2.0/24 10.10.N.0/24

192.168.10.0/24 192.168.10.0/24 192.168.10.0/24

WLAN 5100

High-performance
omnidirectional
antennas

GRP housing
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Cyber security

The mGuard firewall routers securely
protect your network against many hazards
that result from increased networking.
Reliably protect your system parts against
unauthorized access by using secure VPN
connections with an integrated firewall.
Deep Packet Inspection (DPI) also inspects
the content of data packets and increases
the safety level in the case of OPC Classic
or Modbus/TCP communication.

Further information on mGuard security routers
on from page 50

Remote communication

Various communication methods
are available for data transmission to
remote or widespread networks or for
monitoring systems all over the world.
Communicate wirelessly at high speed via
mobile networks. Access remote network
devices via the telephone network, which
is available worldwide, or use 2-wire
in-house cables for transmission speeds of
up to 30 Mbps.

Further information about remote
communication from page 54

Using HART data

Ethernet HART multiplexers are an easy
and cost-effective option for converting
HART signals into Ethernet-based
protocols. You can connect up to 40 HART
devices via your own HART master. This
enables communication at Ethernet speed.
The modular design provides a scalable
solution for modern distributed control
systems and phased roll-outs.

Further information on HART multiplexers on
page 58

Protection of process systems with mGuard technology

HART multiplexers can also be easily retrofitted in existing systems

4 to 20 mADSC/PLC

Ethernet

Control room/
DCS

DMZ

Remote service

Remote
station

VPN connectionVPN connection

System

Mobile
router

DSL
router

Ethernet
extender

LAN
modem

Mobile network Private networkPublic telephone network

4 to 20 mA
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With special approvals
Thanks to the ATEX approval and DNV
shipbuilding approval, you can use the devices
from the FL MC EF class in the process
industry, machine building and wind power,
through to shipbuilding. With single-mode
fiberglass, you can achieve transmission ranges
of up to 36 km.

For special applications
We provide perfect solutions, even for special
applications such as rotating applications,
PROFINET networks or use in the energy
industry.

Your advantages
Maximum immunity to interference and perfect
electrical isolation, thanks to optical data transmission

Maximum transmission distances with an extremely
high data rate

Use in potentially explosive areas – approved for
Zone 2
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For harsh ambient conditions
SFNT devices are designed for use in very
demanding applications for the Oil and Gas
sector, shipbuilding, and other outdoor
applications. All versions with a signal contact
and link monitoring have important diagnostic
options.

For field applications
Thanks to the unique narrow design and
extended temperature range, the IP67 switch
is ideal for use in machine building. In addition,
the M12 connections enable quick and easy
startup of the switch.

Your advantages
Autonegotiation and autocrossing ensure easy
network creation and expansion

Gigabit variants for high data throughput

Electrical isolation and fiber optic versions for
failure-free operation in industrial environments
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For energy systems
The E-versions of the series 3000 and 4000 switches
are even suitable for use under the harshest ambient
conditions in accordance with IEC 61850-3 and
IEEE 1613. Thanks to the extended temperature
range, impact resistance, shock resistance, and
vibration resistance, the fanless switches are
particularly robust. The products are resistant
to electrostatic discharge (ESD), fast, transient
disturbance variables (burst), surge voltages (surge),
and magnetic fields.

For high network availability

The PRP redundancy modules enable
parallel network redundancy without
switching time in case of failure and ensure
high availability for your network.
They are suitable for use under the
harshest electromagnetic, electrostatic,
and climatic ambient conditions in
accordance with IEC 61850-3/IEEE 1613.

More information on PRP modules on page 71





For the most demanding
requirements
Our most powerful switch is the Modular
Managed Switch. As a gigabit switch with
optional Layer 3 function, it is particularly
suitable for use as an automation backbone
and for connection to the higher-level company
network. A large range of combinable media
modules as well as use in PROFINET RT and
EtherNet/IP™ offer maximum flexibility.

Your advantages
Optimum network structure, thanks to segmentation via
Layer 3 switches

Easy connection of machines to the production network
irrespective of the address area

Integration of systems with the same IP address areas
into higher-level networks, thanks to switch with NAT
function

Connection of several subnetworks via various different
types of media, thanks to Layer 3 function and wide range
of media
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4000/4800 class
switches

Page 40

Smart Managed
Switches

Page 38

PROFINET IRT
switches

Page 39

7000 class
switches

Page 39

Modular Managed
Switch

Page 41

NAT
switch

Page 41
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Managed Switches
The Managed PoE Switches offer a high level of
flexibility with multiple port constellations, high
power budgets of 60 watts per port for the use
of PoE-operated high power devices. PoE-specific
managed features make it possible to control, plan,
and monitor devices from a remote location.

Splitter
The PD 1001 PoE splitter splits data and
power locally and therefore enables even
non-PoE-capable devices to be installed in
remote stations in an easy and inexpensive way.

Your advantages
Easy device installation, thanks to reduced cabling
effort

Non-proprietary use supported, thanks to
standardization in accordance with IEEE 802.3

Fast retrofitting of existing systems, thanks to easy
handling
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